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IP MULTIMEDIA SUBSYSTEM (IMS) SECURITY ASSESSMENT.
VULNERABILITY ANALYSIS OF IMS.

NGN introduces the concept of fix-mobile convergence (FMC). NGN provides the IP
multimedia subsystem (IMS) as platform to converge the wire and wireless networks. It is open and
distributed architecture that can enable easy access to services, information and resources. But the
same time there is lot of risks in such approach. Potential hackers can access IMS architecture to
lunch some attacks on IMS network. IMS security is vital important and it is beneficial to be aware
of possible vulnerabilities. This paper investigates current situation in IMS security regulations,
potential threats and attacks facing to IMS deployment. We also provide vulnerability discovering
and analysis method with Open Source IMS Core.

Orinka 6e3nexu IMS mpoBOIUTECS HA OCHOBI JIBOX IMTiXO/IIB:

1. eTVRA.

2. Apxirekrypa 6e3neku [TU-T. 805.

[TonibHoOCTI B apxXiTEKTypHiil cTpykTypi MOXyTb Oytu 3Haiineni mix IMS 1 ITU-T X. 805,
skuii € pekomenganisMu MCE-T ans Hackpi3HUX KOMyHiKarii. ¥ nux pexomenaaisx cepii X. 800
3arpo3u BU3HAYAIOTHCH, SIK 3HUIIECHHS 1H(OpMaIlii 1 pecypciB, MOMIKOIKEHHS abo 3MiHy iH(opmarlii,
Kpajalkka a0o BUAAJIEHHS JaHUX, PO3KPUTTA 1H(opmalii Ta mnepepuBaHHs podoTu ciayx0. Bonu
OyJn 3alpONIOHOBAHI B IKOCTI OCHOBHM 15 apXiTeKTypu NGN Ju1st JOCSATHEHHS HaCKpi3HOi Oe3MeKH B
posnoauienux noaarkax (Atay and Masera, 2011). X. 805 ckiagaeTsbest 3 3 apXiTEeKTypHUX YaCTHH:
po3Mipu Oe3nekHu, piBHiI Oe3MeKH 1 IUIOIMHY Oe3MeKH, sIK MoKa3aHo Ha puc. 1.
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PiBH1 Ge3meKkn TaKoX CKJIaIal0ThCs 3 3 — X PIBHIB, PiBeHb 1HQPACTPYKTYpH, PIBEHD OE3MEKH
cepBicy, piBeHb Oe3meku ceppicy. [lnommnaa Ge3neku mokasye Aii, siki BiIOYBalOThCS HA TUIONIUHI
0E3MeKN MEpPEeKEBOTO YIPaBIIHHSI, TUIOMMHI OE3MEeKH YIpaBIiHHS 1 IJIOMUHI O€3MeKH KIHIIEBOTO
KOpHUCTYBaya.

besneka BuUMIpIOBaHHSA - 1€ METOAM 3abe3leueHHs Oe3NeKH, CIPSMOBaHI Ha 3aXHCT:
KOHTPOJIb JIOCTYIy, ayTeHTU(IKaLli0, BiIMOBA Bijl aHYIIOBaHH:, KOH(IICHUIHHICTD JaHUX, Oe3MeKa
MOTOKY 3B'A3KY, LITICHICTh IaHUX, TOCTYMHICTh Ta KOHG1AeHIiHIcTh. KokeH piBeHb MoB's13aHuH 3
YHIKaJIbHUMH BPa3JIMBOCTSAMH, IIOIPO3aMHU Ta 3aX0JaMHU 100 iX YCYHEHHS.



OpHuM 13 cTaHgapTiB omiHku Oesneku € crapaapt ISO 15408: 2009 3arampHi KpuTepii
OIIHKH Oe3reKku 1HPOpMAIITHUX TEXHOJIOTIH, aie el CTaHaapT € JOPOTHM IO Yacy i pecypcam. 3
i€l MPUYMHU TPOTpaMa KOHBEPreHIlii TeJIeKOMYHIKAiHHUX TTOCIYT Ta MPOTOKOJIB IS MEPEIOBUX
mepex (TISPAN) B €BpomneiicbkoMy 1HCTUTYTI cTaHAapTiB TenekomyHikamii (ETSI), Haitoinpmoi
€BPOINEHChKOI opraHizamii mo cranmapTu3amii tenexkomyHikamii (Telco) 3 cBiTOBUM BILTMBOM,
po3poOuia MeETOoJ aHalmizy 3arpo3, BpasnmBocTei 1 pusukiB (€TVRA) i minrpumkn
TEJIEKOMYHIKallIHHIX KOMITaH1# y 3arajibHiil OLIHIII KpUTEPiiB Oe3meKu.

Oninka ypa3nuBocTi B €T VRA ckianaetscs 3 7 eramiB, nmoka3anux Ha puc.2. (Morali et al.,
2009). Ilpouec NOYMHAETHCS 3 BU3HAYCHHS I1JIeH O€31eKu CUCTeMH a00 CUCTEMHOTO KOMIIOHEHTA, 3
SAKUX BUJTyYarOTHCSl BUMOTH O€3IEKH.

Hanani cknagaersest onuic akTuBiB B cucteMi. Meta Bukopuctands €T VRA nossrae B Tomy,
mo0 MaTh MOXJIMBICTH 1IeHTH(IKYBaTH NpOOJIEeMH, SKI ICHYIOTbh B CHCTeMi. ToMy Ticis
imeHTudikamii akTHBIB, BU3HAYAIOTHCS MPOOIEMH, 3arpo3H, sIKi BAKOPUCTOBYIOTH IIi YPa3JIHBOCTI i
BHUKJIMKAIOTh 1HIMEHTH. BUMOrn Ge3mexy 1 3arpo3u po3MIHUPIOIOTHECS Y BIIMOBIIHOCTI 3 TOTPO3aMu
1 BpazimuBocTsMU. [10TiM MPOBOAMTHCS aHai3 1 KUIbKICHA OLIHKAa WMOBIPHOCTI BHHUKHEHHS 3arpo3
11X BruBY. Lle BUKOPHCTOBYETHCS B HACTYITHOMY KPOII AJIsl pO3paxyHKy pu3uky. OTxe, BU3HaYCH1
KOHTp3axoau it 00poOku pu3uky. Llel mporec 3acTOCOBYETHCS ITEPATUBHO, O THX IIip, MOKU
pU3UK HeOaXkaHUX IHUUACHTIB He OyAe 3HIKEHO 0 MPUMHATHOTO piBHs, a00 BCAKUN pa3, KOJIH
BiJI0OYBaIOTHCS 3MIHU B HABKOJIMIITHROMY cepenoBuili (Rosseb et al., 2006).

B xonai nocnimxenas BukopuctaemMo X. 805 MoIynbHI NEpCIeKTUBH OE3MEKH, sIKi MoKa3aHi
Ha PUC. 3. (Anon, 2011.) ayist aHamizy OCHOBHUX BpaziuBocTei IMS, skuii moka3zaHo 3 IOTIOMOT OO
eTVRA.
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Icuye 9 Todok 30py abo MojnyiniB Oe3nekH, Ae HEeoOXIAHO 11eHTU(IKYBaTH MpPOrpaMHi Ta
amapaTHi 3acobu. B KoXHiMl Touli 30py, B SKOCTI TpeThoro (hakropy B aHami3i ypa3IuBOCTI
MOBUHEH OyTH BKJIIOYEHHM JTIOACHKUIN (PakTop, KUl 03HaYae, 1110 MOBUHHI OyTH OIIHEH1 BC1 BUIU
TiSUTBHOCTI, @ TAKOXK TaKe PIllleHHS MOBUHHO 3a0e3MevyBaTH He TUTBKH aHalli3 Bpa3jINBOCTEH, aie i
Kpally peani3aliio Ta MOJIMIIeHHs 0e3MeKn, OCKUTBKU Taka MOJIENb JI03BOJISIE OHOBIIFOBATH OE3MEKY
IpY BUSIBJICHHI BPAa3JIUBOCTEH.

Crangaptu Ta IPOTOKOJM MOCTIMHO 3MiHIOWOThCA. IMS € J0CHTh HOBOIO apXITEKTYpOIO B
Mepexxax 1 3HaXOIUThCS B MpPOLECl JOCHIPKEHHS, BOHAa OyJe 3MIHIOBATHUCh, BUIPABIATHCH,
pO3BHBATUCh, 1 OyayTh iHTerpyBaTucs HOBI (yHkIi. Ile o3Hawae, mo aHami3 Bpa3IUBOCTEH



MOBMHEH MOCTIHHO OHOBJIIOBATHCSA 1 KOHTPOJIIOBATUCS 3 KOXKHOIO 3MIHOIO B CHCTEMI.
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Puc.4. Pozmmpena mojens TecTyBaHHs BpaznuBoctei IMS.

[Iponec mocmimKeHHsT TOKa3aB, IO HE BCi aCHEKTH OE3MeKH MOXXYTb OYTH ajpecoBaHi
KOKHOMY MOJIYJI0, aje B Oy/b-SKOMY BHUIIQJKy BOHHM MOBHHHI OyTH MpoOaHali30BaHiI B KOHTEKCTI
1H(QPACTPYKTYPH Ta OCHOBHUX €IEMEHTIB. By/b-sikuil 00'€KT 3 IEBHOIO (DYHKIIOHAIBHOIO IIHHICTIO
B LI apXiTeKTypi Moxe OyTH MpoaHali30BaHUN SK OCHOBHMI €JIEMEHT, SKHI MOBUHEH OYyTH
3rpyNoOBaHUM y BIANOBIAHOCTI 3 HOr0 KOHKPETHUM pIBHEM O€3MEKH 1 MJIOLIMHO0, 10 MTOKa3aHO B
tabmuui 1. Anamiz BpasnuBocti IMS OyB mnpoBeneHHMil 3riTHO 3 KaTeropusali€lo OCHOBHHX
€JIEMEHTIB.

Tabmuus 1. OcHoBHI enemeHnTH KoHuenii IMS.
IMS assets by modules

Infrastructure Laver Service Layer Application Laver
Management plane CTF, CDF, CGF, PDF Diameter (Rf, Rx, Ro) | HTTP (Ut)
COPS (Go)
Control plane CSCF, MGCF, MRFC, | SIP/SDP(Gm, Mw, Mg, | SIP(ISC), Diameter(Sh,
BGCF, IBCF, SLF, AS, | Mi, Mj, Mk, Mr), | Dh)
DNS, ENUM Diameter(Ch, Dx), H248
(Mp, Mn)
End-user plane IM-MGW, MRFP, HSS, | RTP/RTCP(Mb), User | Voice, IM, VIDeco,
UE profile State(XCAP)

Amnaniz BpaznuBoctedt IMS mokazas, mo IMS Mmoke mijgmaBaTHCS PI3HHM THIIAM aTak.
TecTyBaHHS ypa3IMBOCTI IPOBOAMIIOCS HA BIAKpUTOMY TecToBoMy cTeH i IMS. Lle sapo BUXigHOTO
KOy MPOEKTY € BIIKPUTOIO YacTUHOIO miatgopmu IMS 1 BUKOpHUCTOBYETHCS Ui HaJlAIITYBaHHS
TECT-CTEHJy JJIs NPaKTHYHOIO MOJIENIOBAHHS CcleHapito. B Ttabiuii 2 HaBelIeHO pe3yiabTaTu
MOTOYHOT'O JOCTIIKEHHS PI3HUX BPa3IMBOCTEN CHCTEMHU OE3MEKH.

BinbiricTs 3ax0/iB O€3MeKN BUSABISIOTHCS CTAaHAAPTHUMHU MeXaHi3MaMu, TakuMu sk [PSec i
TLS abGo ayrenTudikaiis 1 aBropusauis. Ane Taki araku, sk SQL-3anuTH, HE MOXYTh OyTH
3axMILEH] 1 BUMaraimTh JOJATKOBOIO IHCTPYMEHTY peaiizallii HallOuIbIl e(peKTHUBHOIO 3aXHCTY,
METO/] 3aXUCTy MOBMHEH MaTH 1HCTPYMEHT BHUSBJIEHHS 1 3ano0iraHHs BToprueHs. Lle nomomorno 6
MOKPAIIXTH 3aXUCT BiJl 3arp03 MOB'SI3aHUX 3 JIFOJCHKUM (PaKTOpOM.

BucnoBku. OTxe, po3risHyTo peanizanito moaeni eTVRA B ananizi Bpaznusocreit IMS,
ska gponoBHIOEThCS pekoMeHaamismMu [TU-T X. 805 6e3nexu. [IponoHyeTbes MeTOA A7l TIOBHOTO
MOKPUTTSA TECTYBaHHS BpaszMuBOCTeH. Y poOoTi Oynu MOKa3aHi OCHOBHI 3arpo3ud 1 ManOyTHsS



KUJIbKICHA OIIIHKa Bpa3nuBocTeil Ta ii aHami3. Takox, SK MEpCreKTUBHA TEXHOJOTIS Ui 3aXUCTY
MOXe OyTH BIIPOBA/PKCHHS CHCTEMH BHUSBIICHHS Ta 3amoOiraHHs BTOprHEHb. JlocmikeHHs
MOKa3yIoTh, 110 HAHOLIbIA BPA3IMBICTh MOB'I3aHA 3 PIBHEM JOJATKIB 1 MJIOUIMHOIO YIPaBIIiHHSA,
110 O3HAYae, MO UM YaCTUHAM MOTPIOHO MPHUAUITHA JOAATKOBY yBary JJis 3aXHCTY.

Tabmums 1. Pe3yapTaT MOTOYHOTO AOCIIKEHHS
PI3HUX BPa3JIMBOCTEH CUCTEMH OE3MEKH.
IMS vulnerability list

Vulnerability Weakness Security Asset module Impact
dimension
Message IMS has absence of IPsec | Authentication Service layer Fraud of trust
spoofing protection between user Control plane
equipment and P-CSCF
SIP SQL SIP authentication | Awvailability Service layer Deniel of service
injection controllability is unsecure User plane
Media theft Mot enough control on | Non-repudiation Infrastructure Theft of sercices
media streems layer
Management
plane
SIP flooding Unable effectively prevent | Availability Infrastructure Loss of QoS for
REGISTER and INVITE layer users
message flooding Control plane
RTP data | No default confidentiality | Confidentiality Application layer | Theft of
sniffing from data streem User plane information
CANCEL attack | Possibility to fake SIP | Integrity Service layer Session disruption
CANCEL reguest Control plane
RTP injection RTP  prowcol mussing | Integrity Service layer Session disruption
media integrity protection User plane
mechanisms
Man in  the | Authentication using SIP | Authentication Service Layer Impersonation of a
Middle P-CSCF | must be improved Control plane SETVEr
attack
Dictionary Inadequate identity | Authentication Application layer | ldentity theft
attack protection and AKA Control plane
chipper algorithm use
BYE attack Possibility to fake SIP | Integrity Service layer Disruption of
BYE request’ not enough Control plane SESS10Nn
confidentiality protection
DNS Cache | Not  enough connection | Integrty Infrastructure Loss of service
Poisoning integrity protection plane
Control plane
MNetwork Mot protected SIP | Confidentiality Infrastructure Leak of network
topology MEssages layer topology
disclosure Control plane
HTTP Parse | Improperly data | Availability Infrastructure Loss of services
Attack ContentLenght regulation laver
Control plane
User equipment | Probability lack of user | Availability Infrastructure Denal of services
configuration education in security layer
I:um[n:rqu questions Control plane
Jliteparypa
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