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Methods of using blockchain technology in telecommunication systems

The fast developing Industrial Internet of Things (110T) technologies provide a promising
opportunity to build large-scale systems to connect numerous heterogeneous devices into the
Internet. Most existing 1loT infrastructures are based on a centralized architecture, which is
easier for management but cannot effectively support immutable and verifiable services among
multiple parties. Blockchain technology provides many desired features for large-scale 1loT
infrastructures, such as decentralization, trustworthiness, trackability, and immutability. This
paper presents a blockchain-based IloT architecture to support immutable and verifiable
services. However, when applying blockchain technology to the 10T infrastructure, the required
storage space posts a grant challenge to resource-constrained 10T infrastructures.. Specially, the
proposed architecture features a hierarchical storage structure where the majority of the
blockchain is stored in the clouds, while the most recent blocks are stored in the overlay network
of the individual 10T networks.

VY nanuit yac OUTBIIICTH ICHYIOUMX BEJIMKOMACIITaOHUX MpoMucioBux [oT-
1IHPPACTPYKTYp PO3POOISIOTHCSA, PO3TOPTAIOTHCA 1 OOCIYTOBYIOTHCS OKPEMHUMU
cropoHamu. SIK TpaBWJIO, BOHM 3acHoBaHi Ha clouds i Ha wmomemsax
IIEHTPATI30BAaHOTO 3B'SI3KY, y SKHUX BCI MPHUCTPOI iACHTU(IKYIOTHCS, MPOXOIAThH
MEepeBIpKY AaBTEHTHYHOCTI 1 TMIAKIIOYAIOTHCS 4Yepe3 XMapHi cepBepu, sKi
320€3IeuyIOTh BEJIUKI MOXIMBOCTI O0YMCIICHb Ta 30epiranHs. [lopsia 3 mIBUAKAM
3pocTaHHsIM po3mipiB 1 ckiagHocTi [oT mepexi, nentpamizoBani pimenHs [0T,
OJIHAaK, CTalOTh BCE OUIBII JTOPOTMMHU 4Yepe3 BUCOKY BapTICThb PO3TOPTAHHS 1
00CIyroByBaHHs, MOB'A3aHOI 3 MEPEXKEBOIO Ta XMAPHOIO IHPPACTPYKTYporo. Y
TpaauiiitHux wmepexxkax loT maHi, 10 HaNaOThCS OKPEMUMH MTPOMHCIOBUMU
OpraHizaimisiMd, MOXYTb OYyTH HEHAJIIWHUMH, OCKIJIbKM BOHU MOXYTh OyTH
nipoOJieHi abo 3MiHEH1 3JIOBMHUCHHMKaMH a00 BJIACHUKOM JaHuX. baxkaHo matu
MEXaHI13MH JIJIsl IEPEBIPKU HA JOCTOBIPHICTh JaHUX B Mepexkax [oT.

3 ormamy Ha 11 BUMOTM 10 Mepex loT, TexHosoris OJOKYEeH MOoxKe
CIIY’KUTH TIEPCTICKTUBHUM KaHAUIATOM Ha HAJaHHS TaHUX TIOCIYT.

OpHak TexHOJIOTiA OJIOKYEHH He Moke OyTH Oe3mocepelHbO BKIIOUYEHA B
icHytoul pimenss 10T, 3Baxaroun Ha BKpail oOMexkeHi pecypcu B Mepexax l0T 1
TEXHOJIOT1SIX OJIOKYeiHa, 100 KOXXeH Y4YaCHUK TOBUHEH OYyB 30epiratu TOYHY
KO0 OJI0KYCiHa, 11100 rapaHTyBaTH y3roKeHIicTh [1].

[IpomonoBana apxitektypa po3auisie iHppacTpyktypy l0T Ha Tpu piBHI:
nokanbHI Mepexi 10T, oBeprneiiny Mepexy OokdeitHa 1 XMapHY 1HQPACTPYKTYpY.
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Jns BupimeHHs npoOnem 30epiraHHs B Mepexax |OT 3ampomoHoBaHa HOBa
CTpyKTypa 30epiraHHs OJOKYEHHIB IS i€papXigyHOTO 30epiraHHs OJIOKIB: BEJIHKA
yacTMHa OJOKuYeiiHa 30epira€eTbcsi B XMapl, 100 BUKOPHUCTOBYBATH MOTO
HAJIJTUIITKOBY €MHICTh, @ HAWHOBIII OJIOKU 30€pIraroThCsi B OBEPJICHHY MEPEXKY
okpemux mepex 10T.OckuTbku OJIOKH MPOJOBXKYIOTh J0JAaBAaTUCS 0 OJOKYEHHY,
BiJICOTKOBUM BMICT KOXHOI YaCTHHH MIATPUMYETHCS THHAMIYHO, B OCHOBHOMY B
3aJIeKHOCTI BiJ JBOX (aKTOpiB: poO3MIpy IOTOYHOTO OJIOKYeiiHA 1 po3MIpy
CXOBHIIA (HATIPUKIIAJ, TUCKA), 1[0 HAJAETHCS HA y3TOMKEHUX BY3JaX.

Texnounoris Blockchain mae BenuuesHuii moTeHIaa Y CTBOPEHHI HaIIHHUX
JeleHTpanizoBanux goaaTkiB 10T 1 Hamae 6e37114 epeBar 3 TEXHIYHOT TOYKH 30DY.
Onnak TexHoJoris OJIoKYeilHa Bce Iie mepedyBae Ha PAaHHIX CTalifX, 1 1CHYE
0e3miu Oap'epiB, sAKI OOMEXYIOTh 3aCTOCYBaHHSI MOTOYHOI TEXHOJIOTIi OJIOKYEitHA
1o noxatkis loT.

[IpononoBana apxitektypa |0T Ha OCHOBI JaHIIOKKa OJIOKIB, SIK MOKa3aHO
Ha puC. 1, CKIIaJIa€ThCsl 3 TPHOX PiBHIB: JIOKabHI Mepexi 10T, mepexa blockchain
P2P i clouds.
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Puc. 1. Ornsipg apxitexktypu [oT Ha ocHoBi blockchain [2].

3BEpHITH yBary, 10 3anporoHOBaHa apxiTekTypa |0T Ha OCHOBI JaHIFOXKKA
0JIOKIB mependavae, 10 3a JOMOMOTOK MmIatgopMu O€3MeKu 3axXUCT 1 nepeaaya
HEOOpOOJIeHNX JaHWX B TpaH3akilii BiAOyBalOThCS B JOKalmbHIA Mepexi 10T.
JloBipa 1 Oe3meka JOKaJbHUX TpaH3aKUId MOXyTb OYTHM TrapaHTOBaHI 3a
JIOTIOMOTOI0 TUTATPOPMU OE3MEKH IEHTPATI30BAHO 1 MPUBATHO. | MITI03, SIK BY30J1 B
OBEpJICHHIA Mepexi, BIANPABIsE MIATOTOBICH! TPAH3aKIli B OBEpJICHHY MEPEXKY.
[Ticnst oTprMaHHS TpaH3aKIlIM OBepieiiHa Mepeka BIAMOBIAae (Yepe3 OJJHOPAHTOBI
BY3JIM) 3a CTBOPEHHsI OJIOKIB, TTEPEBIPKY OJIOKIB 1 00'eTHAHHS OJIOKIB B JIAHITFOYKOK.

3anponoHOBaHa apxiTEKTypa MOB'sS3ye JoKanbHI Mepexi l0T, oBepreiiny
mepexxy blockchain 1 Cloud indpactpykrypy pa3om uepe3 aBa 3'€IHyBaua,
blockchain connector i cloud connector, o0 cTBOpUTH i€epapXidyHE CXOBHILE



blockchain. Blockchain connector B oBepuieiiniii mepexi Oyaye 010ku B OJIOKYEHHI
3 JaHWX, 3reHepoBaHWX B Mepekax l0T, a cloud connector Bupimye mpobiemu
cuaxponizaii blockchain mix oBepieitHoro Mepesxeto i cloud [3].

IlepeBipka TpaHn3akuii i mixnuc ganux. MexaHi3M NepeBIPKU TpaH3aKIIN
cnemiuanid g ONoKYeiHa. SIK MpaBWiIO, TpaH3aKINl MEepeBIpSAIOThCA 3a
JIOTIOMOTOI0  TIOBTOPHOTO ~ BUKOHAHHS BYy3JaMH, SIKI NPUAMAIOTh  OJIOKH.
Hanpuknan, mexaHi3MH TEpeBIpKM TpaH3aKIlii OITKOIHIB 3aCHOBaHI Ha JBOX
TOJIOBHUX CLICHAPisAX: OJIOKYBaHHS 1 po30IOKyBaHHA. loro cxema mepeBipku
TOJIOBHMM YHMHOM 3aCHOBaHAa Ha MOJEJ]i BUBEICHHS HEBUTPAYCHHUX TpPAaH3AKIlIH
(UTXO), sgxa BHU3HAYa€ BUXIJHI JlaHI TpaH3akIii OJioKYeliHa, ska He Oyna
BUTpaueHa, TOOTO BUKOPUCTOBYETHCA B SIKOCT1 BXIIHUX JAaHUX Y HOBIM TpaH3aKIii

[4].
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Puc. 2. Ornsin 3anponoHOBaHOl CTPYKTYPH OJIOKUEHHA.

BucnoBok. Texnoumorii blockchain Ta 3acTocyBaHHS IMX TEXHOJIOTIH B
cuctemax [oT 3100ynu BeNMKy yBary sik y HAyKOBUX KOJaX, Tak 1 B ramysi. OmaHak
30epiratd Ta kKepyBatu OJiokueiiHOM B loT-Mepexkax € CkiIagHOK MPoOJEeMOlo,
3aB/ISIKM MAaCUBHUM JaHHUM, ITI0 TEHEPYIOThCS yepe3 mporpamu [oT ta oOMexeHuM
pecypcam B iHppacTpykTypax [oT[5].
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